CERSAI/CKYCRR 2.0/26-27/10959 Date:04/08/2026

To,

The Nodal Officer,
All Reporting Entities (REs) registered under CKYCRR 1.0.

Subject: REs onboarding and performing Mock Run before final Go-live of
CKYCRR 2.0

Dear Sir/Madam,

Please refer to our earlier communication dated 29 July, 2026 for Go-Live preparedness
for REs (also available under Notification/Communique section of CKYC website).

REs onboarding on CKYCRR 2.0 will start from 10" August,2026 onwards.
REs mock-run on CKYCRR 2.0 will be from 10 August - 14" August, 2026.
What You Need to Do:

1) Reporting Entity (RE) Onboarding Process for CKYCRR 2.0

o To ensure a smooth onboarding experience to CKYCRR 2.0, Reporting Entities (REs)
are requested to complete the activities as per the enclosed “User Manual for
onboarding existing REs from CKYCRR 1.0 to CKYCRR 2.0”

e Upon first login to the production environment, the Registration Form will be
displayed with the existing CKYCRR 1.0 data automatically populated. Only those
fields that are newly introduced in CKYCRR 2.0 and were not available in CKYCRR
1.0 will remain editable. Details of these missing fields are provided under Para
5.2 in User manual for Onboarding existing RE from CKYCRR1.0 to CKYCRR2.0.
Reporting Entities should update the missing information and submit the registration
form.

2) Activities to be Performed During Production Mock Run (10 August, 2026 to 14
August, 2026)

REs will be allowed to perform mock run on the production environment before Go-Live
from 10" to 14" August, 2026
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During the mock run period, Reporting Entities should perform end-to-end transactions
using one or more of the following channels for KYC search, create, download and update:

e Web-based application
e Bulk File Upload
e APl Integration
e SFTP-based File Exchange
The following guidelines should be followed:
e KYC records available up to the cut-off date will be accessible in CKYCRR 2.0.

e Reporting Entities should perform Search, Download, Create, and Update
transactions as they would in the live production environment.

e To avoid triggering consent notifications to actual customers during the mock run,
REs are advised to use KYC records of their own employees or authorized team
members.

Billing Management Activities
Reporting Entities may also perform the following Billing Management transactions:
e Add Funds
e Claim Refund
o View Wallet Balance
e Configure Minimum Wallet Balance
e Configure Threshold Wallet Balance
e Register or update GSTIN
e Register or update Bank Account Details
KYC Lifecycle Management
The following KYC lifecycle operations may also be performed:
o Deactivate KYC Record
o Reactivate KYC Record

e Suspend KYC Record
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e Revoke Suspension of KYC Record

Other Modules

Reporting Entities are also encouraged to familiarize themselves with the remaining CKYCRR

2.0 modules, including:

e Sub-User Management

¢ Management Information System (MIS)

e Analytical Dashboard

¢ Client Update Request Management

e Complaint Dashboard

e Ticket Management

e Other authorized modules applicable to the Reporting Entity

Mock Run Validity

¢ The Production environment will remain available for mock run activities until 14t
August 2026.

e All transactions performed during the mock run will be treated as test data and will
be purged before the official Go-Live.

3) VC sessions

To assist Reporting Entities with the onboarding process and readiness activities, Virtual
Conference (VC) sessions will be conducted on 7*" August, 2026 for all REs as per the

following schedule:

Sr no \ Session Date and Time

RE Sign up and Registration
Re-submission of RE Registration
Login, Password & DSC Setup

1 Forgot Password, Forgot User ID 1 00'37 O AT1(1)g12;) g ?’M
Sub-User Management
Billing management System
[P whitelisting

Break

2 Web Based KYC Transactions - Search, Download, 07- Aug-2026

Create, Update, 2:30 TO 5:00 PM

Page 3 of 4




KYC Transactions : Deactivate, Reactivate, Suspend
and Revoke suspension

BO Registry and Public Access

API Based KYC Transactions - Search, Download,
Create, Update

Bulk File Formats

Bulk KYC Transactions - Web Based
Bulk KYC Transactions - SFTP Based
Helpdesk

Training Portal

07- Aug-2026

3 Query session 5:00 PM TO 6:00 PM

4) User Manuals, Onboarding existing RE from CKYCRR 1.0 to CKYCRR 2.0 and other
documents

The other user manuals, updated APl document, SOPs and other supporting documents

shall be available by 7" August, 2026 on the following CKYC official website —

https://www.ckycindia.in under Downloads section under heading “CKYCRR 2.0".

e Helpdesk contact humber - Refer the enclosed “user manual for onboarding
existing REs from CKYCRR 1.0 to CKYCRR 2.0”

Expectations from REs

All REs may keep regular track of e-mails and CKYC website for various updates in
future. Any document updated shall be reflected in the Downloads section of the CKYC
website. Onboarding and mock run may be completed by REs as per the schedule for
smooth switching from CKYCRR 1.0 to CKYCRR 2.0.

Sd/-
(MD & CEO)

Encl: Annexure- “User Manual for onboarding existing REs from CKYCRR 1.0 to CKYCRR
2.0”
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Abbreviations & Definitions

Term Description

API Application Programming Interface

CERSAI | Central Registry of Securitisation Asset Reconstruction and Security Interest of India
CIN Corporate Identification Number

CKYC Central Know Your Customer

CKYCRR | Central KYC Records Registry

DNS Domain Name System

DSC Digital Signature Certificate

FI Financial Institution

FVU File Validation Utility

GSTIN Goods and Services Tax Identification Number

IAU Institutional Admin User

IP Internet Protocol

IT Information Technology

KYC Know Your Customer

LLP Limited Liability Partnership

LLPIN Limited Liability Partnership Identification Number
MIS Management Information System

NO Nodal Officer

OTP One-Time Password

PAN Permanent Account Number

PMLA Prevention of Money Laundering Act, 2002

RE Reporting Entity as defined under the Prevention of Money Laundering Act, 2002
SFTP Secure File Transfer Protocol

SOP Standard Operating Procedure

SSL Secure Sockets Layer

UAT User Acceptance Testing

URL Uniform Resource Locator

VAN Virtual Account Number

VC Video Conference
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1.

1.1.

This manual provides Reporting Entities (REs) with a consolidated, step-by-step guide to complete all
one-time activities required for onboarding onto CKYCRR 2.0 and transitioning to production,

Introduction

Purpose of this Document

culminating in go-live.

1.2.

Intended Audience

Nodal Officers (NO) of Reporting Entities
Institutional Admin Users (IAU 1 / IAU 2) of Reporting Entities

IT / Integration teams at Reporting Entities responsible for API, SFTP, and network setup

Compliance / KYC Operations teams of Reporting Entities

Any other teams of the RE responsible for the activities and operations mentioned in this

document
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2. RE Onboarding Journey — Overview

The table below summarises the end-to-end sequence of activities REs are required to complete,
from prerequisites through to go-live. Screenshots of the relevant CKYCRR portal are provided at
each step in the sections that follow.

Phase

Prerequisites

Activities

The RE shall complete all necessary network, security, DSC, and
document/utility readiness requirements and ensure that the Customer Key
/Customer Secret and Helpdesk details are readily available.

Testbed Access

Designated RE users set up password/DSC, select the mode of transaction
(Web based, API based and SFTP based) and complete prescribed Testbed
activities as per list including updating Entity Profile

Production Access

Designated RE users set up password/DSC for production. After login to
production environment RE shall review the Entity Profile (registration form —
with auto-populated values for fields from CKYCRR 1.0), fill in the details in
New Fields and submit. After successful submit, RE user will get access to
CKYCRR 2.0

Activation

On successful completion of all activities, the RE is considered onboarded and
ready for live production use

Go-Live / Production
Ready

RE is intimated of CKYCRR 1.0 and CKYCRR 2.0 downtime ahead of the go-live
cutover
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3. Prerequisites
Before accessing CKYCRR 2.0, the Reporting Entity should complete the following prerequisites.
3.1. Whitelisting of IPs and DNS

RE shall whitelist the CKYCRR 2.0 IP addresses and DNS entries within their organisation's network.

For Web Portal

IP Address(es) 154.210.177.73
DNS Entries https://prod.ckycregistry.co.in/
Ports to be Opened 443

For API Integration

IP Address(es) 154.210.177.73
DNS Entries https://secureapi.ckycregistry.co.in/
Ports to be Opened 9443,9444

For SFTP Integration

154.210.177.88 (for browser based)
IP Address(es) 172.20.201.51 ( for programmatically accessing SFTP)
DNS Entries https://sftp-prod-dc.ckycregistry.co.in/
Ports to be Opened 2022

3.2. SSL Certificate, Encryption & Signing Keys

RE shall install the SSL certificate, encryption public key, and signing public key provided by CERSAI.

3.3. DSC Utility Installation
RE shall download and install the Digital Signature Certificate (DSC) Utility

e For detailed installation steps, download and refer to the DSC Utility User Manual available
in the ‘Download’ section.

CERSAI | CKYCRR 2.0 | Page 6 of 36


https://prod.ckycregistry.co.in/
https://secureapi.ckycregistry.co.in/
https://sftp-prod-dc.ckycregistry.co.in/

e For Windows DSC utility can be downloaded from below screen. This screen is popped up at
the time of DSC setup when user clicks on “Upload” button.

x

@ 0sC utility Not Running/Not Found

Unabie 10 find the OSC Bricioe utiy. Please ensure it's intlalied and runmng, or download @

below

.
Download DSC Utility
© Process and Select Instruction
‘ Run the .cxe mnstaller
o Find the "Protean eSignPro DSC Beidge” icon in the system fray
° The service runs autamatically ety i or Stant ‘»!Gp‘if;".'.l". from the tray Menu
- .
$ Downiload for Windows
dows 1011 - a4-bDit =

e For Mac 0S, DSC utility can be downloaded from below screen. This screen is popped up at
the time of DSC setup when user clicks on “Upload” button.
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o DSC wutility Not Running/Not Found
Unable to find the DSC Sridge wtility. Please ensure it's installed and running, or download
It below

Download DSC Utilit

5 sgrent e ntRgroTtor

© Process and Select Instruction
’ Download and install the pkg

I macOS blocks It open System Settings » Privacy & Security, scroll 1o Secwity, and click *"Open
Anyway*

° The service runs automatically §C° verify i, or Start/Stop/Restart, from the §CmProtean oSignPro
DSC Bridged€  menu-bar icon

” Recommended for your macOs -\

#

& Download for macOS

OF Te - Ursvnrsod Deriet & Agpie S4

Universal  Inded  Appie Silkcon

3 Retry Connection

3.4. FVU Utility Download
RE shall download the File Validation Utility (FVU), required to validate bulk files before upload.

Latest version of the FVU can be downloaded from Download section of portal
(https://prod.ckycregistry.co.in/)

3.5. Documents and Utilities to Download
RE shall download the following:

e User Manuals

e Bulk / SFTP Sample Files

¢ File Format Specifications

e APl Integration Document

¢ Standard Operating Procedures (Sops) For Programmatic Use of FVU & SFTP

¢ Undertaking Document
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3.6.
Admin User(s)

Aadhaar Template

Consent Templates

User Manual for Onboarding Existing Reporting Entities (REs) from CKYCRR 1.0 to CKYCRR 2.0
File Validation Utility (FVU)

SFTP Utility

DSC Utility

CKYCRR Certificates (Signing, Encryption and SSL)

Onboarding in Case of Common User Across Nodal Officer and Institutional

In CKYCRR 2.0, three separate users will be created at the time of onboarding, namely, Nodal Officer
(NO), Institutional Admin User 1 (IAU 1), and Institutional Admin User 2 (IAU 2). These roles must be
assigned to three distinct individuals; the same individual cannot be assigned more than one of these

roles.

Where the same individual is assigned as the Nodal Officer and IAU 1 or IAU 2 in CKYCRR 1.0:

3.7

Profile

The Nodal Officer shall first complete the Entity Profile and update the details of the IAU role
(IAU 1 or IAU 2) currently assigned to the same individual. The details of the other IAU, where
assigned to a different individual, may be retained as is.

While updating the IAU details, only the newly introduced fields in CKYCRR 2.0 are required
to be filled in, wherever applicable.

Document upload fields are optional for REs migrating from CKYCRR 1.0 to CKYCRR 2.0.
However, where the details of an IAU are updated because the same individual was assigned

as both Nodal Officer and IAU, uploading the Authorization Letter for the newly assigned
IAU is recommended, although the field remains optional.

Nodal Officer must update the IAU’s (the one who is common) email address, so that once
Entity Profile details are updated and submitted by Nodal Officer; the IAU (the one who is
common) will receive an email for password and DSC setup.

Prerequisites (Information and Documents) for Completing RE Registration

CKYCRR 2.0 has introduced several New Fields and document uploads in the RE Registration / Entity
Profile that were not part of CKYCRR 1.0.

REs are advised to keep the following information and documents ready in advance before starting
the Entity Profile update in Production (detailed step-wise process is given in Section 5.2):

A. Information to be kept ready

Constitution type of the entity

Proprietor Name (In case of Sole Proprietorship)

GSTIN of the entity, if applicable

LLPIN (if the entity is a Limited Liability Partnership)
License Issue Date of the Regulator License / Certificate

License Expiry Date of the Regulator License / Certificate
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e Digipin of Registered Address (optional)

e Digipin of Correspondence Address (optional)

e CKYC Number of the following 4 persons (mandatory if Citizenship is Indian):
o Head of Institution
o Nodal Officer
o Institutional Admin User 1 (IAU 1)
o Institutional Admin User 2 (IAU 2)
e Date of Board Resolution for appointment of Nodal Officer

e Date of Authorization for Institutional Admin Users (both 1 and 2)

B. Documents to be kept for reference
e Regulator License / Certificate / Registration document
e GSTIN document
e LLPIN document (if applicable)
e Address Proof of the registered office
e Board Resolution for appointment of Nodal Officer (optional)

e Authorization letter issued by Competent Authority for both Institutional Admin Users (IAU 1
and IAU 2) (optional)

e Proof of Identity of Nodal Officer and both Institutional Admin Users (optional)

e Employee Code / Photo Identity Card issued by the RE (for Nodal Officer and Admin Users),
wherever available (optional)

Important Note: (i) Some new fields have been introduced as part of RE registration in CKYCRR 2.0
which were not part of old system. After login to production, The RE user must proceed to the “Update
Profile” > “Entity Profile” section.

(ii) The required fields are organized across 6 Steps. Upon accessing each step, data retrieved from
CKYCRR 1.0 will be displayed as read-only (non-editable), while new fields introduced in CKYCRR 2.0
will be enabled for data entry. After entering all mandatory fields, the user may save the updated
details in each step and proceed.
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RE Onboarding Process

Trigger Setup Complete
Testbhed Testbed Testbed
Email Credentials Activities
Emall triggered to NO, REs setup password and REs login on testbed envi-
IAU-1 and IAU-2 with link DSC for testbed within 48 ronment and completo the
to setup password and hours. testbed activities,
DSC for Testbed.

v
Update Pr:::i:?tison Trigger
Enlity Environ Production
Profile : Email
ment
NO acoesses Entity Profile Nodal Officer logs in to Email triggered for
manu and fills in production environment password and DSC satup
mandatory missing fields, and clicks OK on pop-up. for production
environment.
Access
S Upload
CKYCRR Verify IP Pron
2.0 Whitelisting Se Z ity
Certificates
Features
NO, IAU-1 and IAU-2 RE accessas [P whitelisting REs upload X.509 client
aceass other features of module and verifies certificate, signing public
CKYCRR 2.0 after data whitelistad IPs, certificate and encrvption
submission. certificate.
v
. Co
Activate and En nﬁg‘é:]
Disable i
Keys
Aptive REs on CKYCRR REs configure encryption
2.0 are provided to NDAL public key, signing
to disable on CKYCRR 1.0 certificate and SSL
certificate.
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4. Testbed Access

4.1. Testbed Setup

An email will be sent to the designated RE users - Institutional Admin 1 (IAU 1), Institutional Admin 2
(IAU 2), and Nodal Officer (NO) containing a link to set up their password and configure their Digital

Signature Certificate (DSC) for the Testbed environment. Link will be valid for 48 hours.

Central KYC Registration — User ID and Environment
Information for Password and DSC Setup

(Z Summarise “ € ~

’ O info@ckycindia.dev <info@ckycindia.dev> Saturday, 25 July 2026 at 7:49 PM

To: O

CKYCRR
Dear ,
We welcome you to CKYCRR 2.0.

We are pleased to inform you that the Reporting Entity Registration for ©

, bearing Acknowledgement No. 301019, has been
successfully created.

You may now proceed to access the CKYCRR Testbed environment using the
details provided below and complete the testbed activities.

« Testbed Access Link: https:/’
« User ID: TIAOD0538

» Set Password Link: ACTIVATE

Please note that the login credentials for the production environment will be shared
after completion of mandatory transactions on the testbed environment.

Best Regards,
Central KYC Records Registry Team

This is an automated massage, Plaase do not reply directly to thie emai

RE user shall click on “Activate” button which will redirect the user to password set page.

Before setting up the password and upload DSC, as per the pre-requisite mentioned regarding DSC in
section 3.3, RE user to Download DSC utility and then run the installer. After completion a “protean

esignPro Bridge” logo will be visible in the system tray indicating completion of set up.
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4.2. Setting Up Password & DSC for Testbed

1. RE user to click the link received in the email.

2. RE user to set up a new password as per the password policy.

(® CKYCRR

Set Password [ T Y ST

fe et Pasmenit

Lt U

O, o

3. Click on “Upload” button. Pop-up window will be displayed to select the DSC from dropdown as
shown in below screen

Protean »-Sign DSAC Bridge

%8

4. Once RE user select the desired DSC details from dropdown, a certificate details will be shown
with a “Sign Document” button
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Protean e-Sign DSC Bridge

6—=

Connect Select Certificate

<@j| Connected to Protean e-Sign DSC Bridge

Select USB Token & Certificate

BARDE LAKSHAMAN GAJANAN (eMudhra)

BARDE LAXSHAMAN GAJANAN

5. Once user signs the document i.e. after successful DSC set up below screen will appear.

o =y

©
Your password and DSC have been set up

successfully. Please proceed to complete
the registration

6. After clicking on the “Back to Login” button, user will be redirected to the testbed login page.
Additionally, an email will be triggered to user with testbed login URL as shown below:
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Registration with Central KYC Records Registry - Successful
Setup of Password for User ID: TIAO0O0538

0 O info@ckycindia.dev <info@ckycindia.dev> Saturday, 25 July 2026 at 7:51PM

TJo: C

- . ’
=+ Summarise < & ~

Dearl™

We're pleased o inform you that your password has been successfully set up for
User ID : TIAO00538.

You can now use your new password to securely access your account.
Click here to log in: hitps.//

If you did not perform this action or notice any suspicious activity, please contact our
support team immediately at

Best regards,
Central KYC Records Registry Team

7. RE user can use the User ID, new password and DSC to login to testbed of CKYCRR 2.0 system.
RE users may refer to the Login Module User Manual.

4.3. Carrying Out Testbed Activities

After the password and DSC setup is complete, the first RE user to log in among the three (NO, IAU 1,
IAU 2) must select one or all options from the KYC Transaction mode (Web based, API based and SFTP
based) pop-up window (refer screen shot below). The selection made will determine the specific list
of testbed activities assigned to the RE users. Upon successful completion of these activities, the users
will receive their Production environment credentials and access.
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KYC Transaction Mode

Please select the preferred model(s) of KYC transactions

Web-Based KYC Transactions

API-Based KYC Transactions

SFTP-Based KYC Transactions

Submit

Once the KYC transaction mode has been selected by RE user, thereafter if Nodal Officer of RE logs-
in to testbed of CKYCRR 2.0, a welcome message similar to below will be shown encouraging user to
update the entity profile details at first.

Snce pra BecaTt wom megrted BT cof previout

wystem CUYCRR L0, preawe rviww Gnd Compme your
amry grofle mowng detadh (s comsnue ueng ol eobares
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IAUs are advised to log in only after the Nodal Officer has updated the Entity Profile. If an IAU
attempts to log in before this update, the following message will be displayed on screen:

Vont GUOOUY hies Beoen mageuied horm sur prswos
wystern, CEYOME 10 Snce somw Extity Pecfle censls om
g, you wik noe b ablo 1o sccea e wyetem wred
ey tre congiensd Ly the Neddl Offeer

Reose comouct your Nodul Ofcer %0 Compime e mawng
Erety Profie inforrmetion. Onee ctemplesent. pou wil e
rioke "0 ocoess e ratem

Further RE users shall access the "Testbed Activities" section from the left navigation menu. They
can then proceed to perform the prescribed activities, beginning with the update of the Entity

profile.

-l
0N Sene

oo me
K O meageres -

B M g———

e M et -
@ » Wy -

B "6 e

DL NAGES BT RANK LA TID (TIMC OGN a0 2

Teetled A e tae

Teutbed Actvition
e Sy Lome R R
\etee Corgary e
v 1 U U P
L N
: » ¢ i Pan Gy ey
| W Sacemd - g
o
o Conme gt
. e
- S svuted
1 e demimr - A
.
o o
. L am et
B
3 Mg

10
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The RE must perform the following activities in Testbed :

Key Event

Sub-module

Mandatory/
Optional/

Conditional
Mandatory

Remarks

Update Profile Update entity profile Optional
Update user profile Optional
IP whitelisting IP registration Conditional Mandatory where RE
Public key mapping Mandatory selected APl and SFTP
based KYC transaction
KYC Web-based - Single Mandatory
Management e Search
e Download
e Create/upload
e Update
Web-based - Bulk Conditional Mandatory where RE
ey Mandatory selected web based -
bulk KYC transaction
e Download
e Create/upload
e Update
APl based — transactions Conditional Mandatory where RE
Mandatory selected API based
KYC transaction
SFTP — transactions Conditional Mandatory where RE
Mandatory selected SFTP based
KYC transaction
Billing Balance top-up (Add funds) Mandatory
Management Threshold amount setting
System o .
Minimum amount setting
Refund Initiation Mandatory
Incentive Claim mechanism Optional
Proforma invoice Mandatory
eGST invoicing Optional
Sub-user Region creation Mandatory
management Branch creation
User Creation Mandatory
Administration Approval of KYC record Mandatory
Approval of User creation Mandatory
Approval of refund/incentive request | Mandatory
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When RE user whitelists the IPs for APl and SFTP and upload the MTLS, SSL, Encryption & signing
certificates, an email will be triggered which contains Customer Key and Customer. Same can be
used for APl integration and SFTP based data exchange.

Sample email regarding the customer key and secret is depicted below for reference:

(iKYCRR API Credentials for | 6 Sunmaee | € &
O info@ckycindia.dev <info@ckycindia.dev> Yesterday at 10:22PM
° To: O B
pubkey.pem Z
0.4 KB
Download All « Preview All

CKYCRR API Credentials Issued

Dear ™ User,

APl access has been successfully provisioned for |77
 p— ) in the CKYCRR system. Please use the
credentials below to start consuming CKYCRR APIs from your whitelisted IP

addresses.
Consumer Key | P—
Consumer Secret —

The CKYCRR public-key certificate is attached to this email. Please use it to
verify signed responses received from the CKYCRR APlIs.

Important: Treat the Consumer Key and Consumer Secret as confidential. Do not
share them over insecure channels or store them in unsecured locations. If you suspect
the credentials have been compromised, please contact the CKYCRR support team
immediately to have them rotated.

As the RE user progresses through the designated testbed activities, the status for each activity will
automatically update from “Pending” to “Completed”. The user can monitor real-time progress via

the “Testbed Activities” option in the left navigation menu. RE users may refer to the User Manuals
of each module to complete the testbed activities.
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Upon successful completion of all mandatory testbed activities, RE users will receive a password
setup link for the Production environment.
4.4. Completion Trigger — VAN Details & Production Setup Email
Upon successful completion of the Testbed activities, two emails will be triggered:
1. Regarding Virtual Account Number to be used for Billing Purposes will be shared

2. Nodal Officer & Admin user credentials will be emailed separately to their e-mail id.

Sample email regarding VAN number is displayed in below screen:

Registration with Central KYC Records Registry ~ Completion

. -
= Summarise “ & ~

of Registration application for
O info@ckycindia.dev <info@ckycindia.dev> Saturday, 25 July 2026 at 7-54PM
To

Dear ™ User,

Greetings from the Central KYC Records Registry.

Your institution has been successfully registered on Central KYC Records Registry. Your
Institution code is INO483 which may be quoted for any future correspondence.

The Virtual Account Number (VAN), to be used for Billing Purposes, associated with INO483
is VCKYCCENTRALO483.

Please note that Nodal Officer & Admin user credentials will be emailed separately to their e-
mail id.

For any assistance or queries, feel free to reach out to us at or
You may also visit our website www.ckycindia.in for further details on Central
KYC Registry.

Warm regards,
Central KYC Records Registry Team,
CERSAI

Sample email regarding User ID, password and DSC Setup link mail to Nodal and IAU are shown in
below screens:
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Msmﬁonwnhmmdxvc Records Registry -pmo
& Fi Code: INO483 Production Environ...

‘ O info@ckycindia.dev <info@ckycindia.dev> Saturday, 25 July 2026 at 754 PM
To: 07

( Summarise “ & ~

Dear I User,
Greetings from the Central KYC Records Registry.

We are pleased to inform you that the testbed activities for Delhi nagrik shekhari bank limited
have been successfully completed and approved by the Central KYC Records Registry. The Fi
code is INO483.

Accordingly, access to the CKYCRR production environment has now been granted.

You may proceed to access the production environment using the credentials provided
below:

Production Environment Access Link: https:// msme
User ID: NOD11886
Set Password Link:

ACTIVATE
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Registration with Central KYC Records Registry - S summarise & & -

I— | & FI Code: INO483 Production Environ...
’ O info@ckycindia.dev <info@ckycindia.dev> Saturday, 25 July 2028 at 7:54 P)
Yo: O ST

Desar ",
Greetings from the Central KYC Records Registry.

We are pleased to inform you that the testbed activities for | FREREREGE—=—="
have been successfully completed and approved by the Central KYC Records Registry. The F|
code is INO483.

Accordingly, access to the CKYCRR production environment has now been granted.

You may proceed to access the production environment using the credentials provided
below:

Production Environment Access Link: https://
User ID: IAD10840
Set Password Link:

ACTIVATE

For any assistance or queries, feel free to reach out to us at or
p— You may also visit our website www.ckycindia.in for further details on Central
KYC Registry.

Warm regards,
Central KYC Records Registry Team,
CERSAI

RE user can click on the “Activate” button to set up a password and DSC on production environment,
and login to access the CKYCRR 2.0 platform feature.
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5. Production Access

5.1. Setting Up Password & DSC for Production

As mentioned in section 4, after successful completion of the Testbed activities, an email will be sent
to the designated RE users (IAU 1, IAU 2, and NO) containing a link to set up their Production
password and configure their Production DSC.

1. RE user to click the production setup link received via email.

2. RE user to set up a password for the Production environment.

3. RE user to configure their Production DSC.

4. RE user to log in to the Production environment using the configured credentials.

As soon as the Nodal Officer of RE logs-in to CKYCRR 2.0 for the first time, a welcome message similar
to below will be shown encouraging user to update the entity profile details at first.

Weicome bock!

NGy BECATE wom megrTted BT OO previout
wystarmn CXYCRR 1O, peose favww and compime your

emry grofia mowng detad to comtnue psng ofl eobures
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IAUs are advised to log in only after the Nodal Officer has updated the Entity Profile. If an IAU attempts
to log in before this update, the following message will be displayed on screen:

Vvt GOV Nt even) magativd harn eur piens
wpstern, CEYORME 10 Snce somw Extity Peofie cenols oe
NG you wik 0ot be ablo 1o ccoea e wyetem wred
hery tre Corrgiensd Ly The Neddl Offeer

Feose comut your Nodul Ofcer %0 Compime N mispny
Ererty Pyofie informetion. Onee coemplesedt. pou wil e
ok %o oo e pyRtom

5.2. Step-by-Step Guide for Completing RE Registration Profile in CKYCRR 2.0

It may be noted that several new fields have been introduced in RE Registration under CKYCRR 2.0
which were not part of the earlier CKYCRR 1.0. The list of all such additional fields and information
required under CKYCRR 2.0 is given below.

After successful login to the Production environment, the RE user must proceed to Update Profile -
Entity Profile.

e Data retrieved from CKYCRR 1.0 will be displayed as read-only (non-editable).
o New fields introduced in CKYCRR 2.0 will be enabled for data entry.

e The registration form is organised across 6 steps. The user should complete and save the
details in each step before proceeding to the next.

Note: RE users are advised to gather all necessary data and supporting documents in advance before
beginning this process (refer Section 3.7).
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Step 1 of 6 — Entity Profile

® CKYCRR

o

Tramsery Umeed JNSAXD

"oy -

In this step, the basic details of the Reporting Entity are captured.

The complete list of fields and information required under this Step is given below:

Field Name Document Field Requirement Remarks
Upload (Mandatory /
Required Conditional /
Optional)
(Yes/No)
Name of Institution | No Mandatory Pre-populated from CKYCRR 1.0
(read-only)
Regulator No Mandatory Pre-populated from CKYCRR 1.0
(read-only)
Institution Type No Mandatory Pre-populated from CKYCRR 1.0
(read-only)
Constitution No Mandatory New field
Proprietor Name No Conditional New Field
Mandatory only if Constitution =
Sole Proprietorship
Regulator License / | Yes, Mandatory Pre-populated from CKYCRR 1.0
Certificate / Others ) (read-only)
(Optional for
Migrating REs)
PAN Yes, Mandatory Pre-populated from CKYCRR 1.0

(Optional for
Migrating REs)

(read-only)
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Field Name Document Field Requirement Remarks
Upload (Mandatory /
Required Conditional /
Optional)
(Yes/No)
CIN Yes, Conditional Pre-populated from CKYCRR 1.0
read-onl
(Optional for ( V)
Migrating REs)
LLPIN Yes, Conditional New Field
(Optional for Mandatory only if Constitution =
Migrating REs) Limited Liability Partnership
GSTIN Yes, Conditional New Field
(Optional for Mandatory for most entities
Migrating REs) (optional for IFSCA /
Government entities)
RE Website URL No Optional Pre-populated from CKYCRR 1.0
(read-only)
Address Proof Yes, Mandatory New field
(Optional for
Migrating REs)
Other Document Yes, Optional New field
(Optional for
Migrating REs)
Regulator License No Optional New field
Issue Date
Regulator License No Optional New field

Expiry Date

Mandatory if ‘License Issue
Date’ is entered
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Step 2 of 6 — Address Details

CEXYCRR

m .

@

Nastary e 190410

v e taae

]

I

This step captures Registered Address and Correspondence Address.

The complete list of fields and information required under this Step is given below:

Field Document Field Requirement Remarks

Upload

Required (Mandatory /

Conditional / Optional)

(Yes/No)
Address Line 1 No Mandatory Pre-populated from CKYCRR 1.0
Address Line 2 No Optional Pre-populated from CKYCRR 1.0
Address Line 3 No Optional Pre-populated from CKYCRR 1.0
Country No Mandatory Pre-populated from CKYCRR 1.0
State / UT No Mandatory Pre-populated from CKYCRR 1.0
District No Mandatory New field
City / Town No Mandatory Pre-populated from CKYCRR 1.0
Pin Code No Mandatory Pre-populated from CKYCRR 1.0
Digipin No Optional New field

Note: The option “Same as registered address” is available for Correspondence Address.
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Step 3 of 6 — Head of Institution Details

9 CXYCAR Traasen reted IVEELH a0

\4 - Entiy Profis
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Important changes introduced in CKYCRR 2.0:

e Citizenship* (Mandatory)
CKYC Number (with Verify button) > Mandatory if Citizenship is Indian. After entering the CKYC ID,
and on clicking Verify, the system sends an OTP on the mobile number / email ID linked with the CKYC
Number. On successful verification, the following fields are auto-populated:

Title*

First Name*
Middle Name
Last Name*
Gender*

o O O O O

The complete list of fields and information required under this Step is given below:

Field Document Field Requirement | Remarks

Upload

Required (Mandatory /

Conditional /

(Yes/No) Optional)
Citizenship No Mandatory New field
CKYC No Conditional Mandatory if Citizenship = Indian. On
Number successful verification, Title, First Name,

Middle Name, Last Name and Gender will
be auto-populated.

Title No Mandatory Auto-populated if CKYC Number is verified
First Name No Mandatory Auto-populated if CKYC Number is verified
Middle No Optional Auto-populated if CKYC Number is verified
Name
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Field Document Field Requirement | Remarks

Upload

Required (Mandatory /

Conditional /

(Yes/No) Optional)
Last Name No Optional Auto-populated if CKYC Number is verified
Gender No Mandatory Auto-populated if CKYC Number is verified
Designation | No Mandatory Pre-populated from CKYCRR 1.0
Email No Mandatory Pre-populated from CKYCRR 1.0
Country No Mandatory New field
Code
Mobile No Mandatory Pre-populated from CKYCRR 1.0
Number
Landline No Optional Pre-populated from CKYCRR 1.0
Number

Step 4 of 6 — Nodal Officer Details

S L — s 2

Citizenship* (Mandatory)

CKYC Number (with Verify button) - Mandatory if Citizenship is Indian. After entering the
CKYC ID, and on clicking Verify, the system sends an OTP on the mobile number / email ID
linked with the CKYC Number. On successful verification, the following fields are auto-
populated:

o Title*

o First Name*

o Middle Name
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o Last Name*
o Gender*

The complete list of fields and information required under this Step is given below:

Field Document Field Requirement | Remarks
Upload
Required (Mandatory /
Conditional /
(Yes/No) Optional)
Citizenship No Mandatory New field
CKYC Number No Conditional Mandatory if Citizenship = Indian.
On successful verification, Title, First
Name, Middle Name, Last Name and
Gender will be auto-populated.
Title No Mandatory Auto-populated if CKYC Number is
verified
First Name No Mandatory Auto-populated if CKYC Number is
verified
Middle Name No Optional Auto-populated if CKYC Number is
verified
Last Name No Optional Auto-populated if CKYC Number is
verified
Gender No Mandatory Auto-populated if CKYC Number is
verified
Date of Birth No Mandatory New field
Designation No Mandatory Pre-populated from CKYCRR 1.0
Employee Code Yes, Mandatory New Field
(Optional for
Migrating REs)
Email No Mandatory Pre-populated from CKYCRR 1.0
Country Code No Mandatory New field
Mobile Number No Mandatory Structured capture
Landline Number No Optional -
Office Address No Mandatory Depending on selection it auto-
(Dropdown) populates Address Line 1, 2, 3
Address Line 1 No Mandatory Pre-populated from CKYCRR 1.0
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Field Document Field Requirement | Remarks

Upload

Required (Mandatory /

Conditional /

(Yes/No) Optional)

Address Line 2 No Optional Depending on selection of Office
y _ Address (Dropdown), it auto-

Address Line 3 No Optional populates Address Line 1, 2, 3 from
Country No Mandatory “Step-2 : Address Details”.
State / UT No Mandatory
District No Mandatory
City / Town No Mandatory
Pin Code No Mandatory
Digipin No Optional New field
Proof of Identity No Mandatory New field
Proof of Identity Yes, Mandatory New field
Number ]

(Optional for

Migrating REs)
Date of Board No Mandatory New field
Resolution for
Appointment
Board Resolution Yes, Mandatory New field

(Optional for
Migrating REs)
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Step 5 of 6 — Institutional Admin Users Details

This step has two separate sections:
Institutional Admin User 1
Institutional Admin User 2

e Citizenship* (Mandatory)

e CKYC Number (with Verify button) - Mandatory if Citizenship is Indian. After entering the
CKYC ID, and on clicking Verify, the system sends an OTP on the mobile number / email ID
linked with the CKYC Number. On successful verification, the following fields are auto-

populated:
o Title*
o First Name*
o Middle Name
o Last Name*
o Gender*

The complete list of fields and information required under Institutional Admin User 1 and Institutional
Admin User 2 (fields are identical for both) this is given below:

Field Document | Field Remarks
Upload Requirement
Required
(Mandatory
(Yes/No) / Conditional
/ Optional)
Citizenship No Mandatory New field
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Field Document | Field Remarks
Upload Requirement
Required
(Mandatory
(Yes/No) / Conditional
/ Optional)
CKYC Number No Conditional Mandatory if Citizenship = Indian.
On successful verification, Title, First Name,
Middle Name, Last Name and Gender will be
auto-populated.
Title No Mandatory Auto-populated if CKYC Number is verified
First Name No Mandatory Auto-populated if CKYC Number is verified
Middle Name No Optional Auto-populated if CKYC Number is verified
Last Name No Optional Auto-populated if CKYC Number is verified
Gender No Mandatory Auto-populated if CKYC Number is verified
Date of Birth No Mandatory Pre-populated from CKYCRR 1.0
Designation No Mandatory Pre-populated from CKYCRR 1.0
Employee Code Yes, Mandatory Pre-populated from CKYCRR 1.0
(Optional
for
Migrating
REs)
Email No Mandatory Pre-populated from CKYCRR 1.0
Country Code No Mandatory New field
Mobile Number No Mandatory Structured capture
Landline Number No Optional -
Office Address No Mandatory Depending on selection it auto-populates
(Dropdown) Address Line 1, 2,3
Address Line 1 No Mandatory Pre-populated from CKYCRR 1.0
Address Line 2 No Optional Depending on selection of Office Address
. . (Dropdown), it auto-populates Address Line 1,
Address Line 3 No Optional 2, 3 from “Step-2 : Address Details”.
Country No Mandatory
State / UT No Mandatory
District No Mandatory
City / Town No Mandatory
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Field Document | Field Remarks

Upload Requirement

Required

(Mandatory
(Yes/No) / Conditional
/ Optional)

Pin Code No Mandatory
Digipin No Optional New field
Proof of Identity No Mandatory New field
Proof of Identity Yes, Mandatory New field
Number .

(Optional

for

Migrating

REs)
Date of No Mandatory New field
Authorization
Authorization Yes, Mandatory New field
Letter by Obtional
Competent ](c ptiona
Authority o'r )

Migrating

REs)

Please refer Para 3.6 of this Manual
Where the same individual is assigned as the Nodal Officer and IAU 1 or IAU 2 in CKYCRR 1.0:

The Nodal Officer shall complete the Entity Profile and update the details of the IAU role (IAU
1 or IAU 2) currently assigned to the same individual. The details of the other IAU, where
assigned to a different individual, may be retained as is.

While updating the IAU details, only the newly introduced fields in CKYCRR 2.0 are required
to be filled in, wherever applicable.

Document upload fields are optional for REs migrating from CKYCRR 1.0 to CKYCRR 2.0.
However, where the details of an IAU are updated because the same individual was assigned
as both Nodal Officer and IAU, uploading the Authorization Letter for the newly assigned
IAU is recommended, although the field remains optional.

Nodal Officer must update the IAU’s (the one who is common) email address, so that once
Entity Profile details are updated and submitted by Nodal Officer; the IAU (the one who is
common) will receive an email for password and DSC setup.
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Step 6 of 6 — Form Preview
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In the final step, the system displays a complete preview of all the information entered in the
previous five steps.

The RE user can:
e Review all the details carefully
e Edit any field if required by going back to the relevant step

e Finally Submit the form after verification

5.3. Module Access Post-Submission

After successful submission of the Entity Profile, the KYC Management module and other authorised
modules will become accessible to the RE. REs will be able to access CKYCRR 2.0 features.

5.4. REs using APl / SFTP mode for KYC transactions

REs using KYC transaction mode as API/SFTP shall check IP whitelisting module to perform
below activities.

e RE user to access IP whitelisting module and verify IPs whitelisted. (All IPs currently
whitelisted on CKYCRR 1.0 will be whitelisted on CKYCRR 2.0).

e  REs using SFTP/API mode for KYC transaction are advised to upload X.509 client
certificate for mTLS, Signing Public certificate and Encryption certificate.

REs to configure encryption public key, signing certificate and SSL certificate of CKYCRR 2.0
at their end.
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6. Activation

Upon successful completion of all the above activities, the Reporting Entity will be considered
successfully onboarded and will be ready to use CKYCRR 2.0 for live production operations from the
Go-Live date.

List of REs which become active on CKYCRR 2.0 will be disabled on CKYCRR 1.0. This activity will be
carried on three times a day.

7. Go-Live / Production Ready

7.1. Downtime Intimation on the CKYCRR Portal

CERSAI will publish an intimation on the existing CKYCRR portal regarding the planned downtime of
CKYCRR 1.0 as well as CKYCRR 2.0 ahead of the go-live / cutover.

7.2. Downtime Intimation via Email

The same downtime intimation will also be sent to REs via email, well in advance of the planned
downtime window, to enable business continuity planning.

8. Helpdesk & Support

8.1. Helpdesk Contact Details

REs are advised to keep the following CKYCRR 2.0 Helpdesk details available for assistance during
onboarding and thereafter:

Channel Details

Helpdesk Email ckycrr.support@proteantech.in

Helpdesk Contact Number(s) +91 120 651 8920

Helpdesk Hours 8:00 AM — 8:00 PM, Monday — Friday

8.2. Logging and Resolving Issues

Refer to the Helpdesk User Manual for the process to log and track issues.

%k 3k %k kK
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