TR &, §.ue.- 33004/99 REGD. No. D. L.-33004/99

Che Gazette of India

1.5l -3.Te1.-31.-29102025-267236
CG-DL-E-29102025-267236

STTHTIT
EXTRAORDINARY
AT II—ETE 3—39-99% (i)
PART II—Section 3—Sub-section (i)

TR & THTIAT
PUBLISHED BY AUTHORITY

q. 712 TE fReetl, TUATL, AT 29, 2025/ F1(AF 7, 1947
No. 712] NEW DELHI, WEDNESDAY, OCTOBER 29, 2025/ KARTIKA 7, 1947

AT §ATAT
(=T fawmm)

St
e faeelt, 22 srqa, 2025

HT.H.[. 796(3).— THA (TTEAR A=< qea) dera 7w, 2025 #7 yreq, S F0
LAY, LEAT Atai=aH, 2023 (2023 FT 44) FT gT 56 FT ITUTT (2) F G (v) FIT Y& ATFTAT FT
TN A U, a1 T TEqTT FIAT o, SFq ATAFIH 0l g7 56 1 ITLATT (1) Hi FTUATIETL, AT
ALFHY & GATE HATAT, TEAT TART #7 stfag=er d@ear aran{. 411(s1), aa 24 549, 2025 3-T
AT & TSI, FHTIT, -1, @< 3, ITEE (i) @ 24 5, 2025 # whrera &rar ww or, e+
SHE TATHT g aTel FATE Al &, UHT arig | Sl Saa ATSg=ar arer T fit Jiaam
STETETO & I9eAse F2T & e off, " fGaw v safy fir qofea & 93, 9w ofiw g2 st
o T o

ST 3T T At 7=t 25 S, 2025 T STAETLTIT F T U FT &7 TS o,

Y 39T ITRT AT F Hae § STAATET0 § W Al ST AT G F5i T T T T80
&7 ¥ o= T T g

A AT, F T AT TLHATT ATATAH, 2023 (2023 FT 44) FT 9T 56 FT ITLATT (2) F G (V)
FIRT W& Al T TN FLd g, Mol d Ma8 aardt g, TIia-

1. e AT 3T 9T —

7194 G1/2025 (1)
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(1)
(2)

T THaHT T "iered T TEHAT (TEAE qea7 ga) e =aH, 2025 2
T TSI § A T 6T a0 7 TG gl

2. EHAT (TTHEA Arzax geaan) FaH, 2024 (S =896 =9 9991q g9 Fa9 gl 1w ¢) 9, Haw
2 F 3utaa| (1) §.-
(F) @< (1) F qeATq, FEteiad @ siaemud B ST, seriq
‘() AT & AT e Afearfeae, 1885 (1885 #T 13) ¥ HefiM TEHAT HATY VI
Tl o (1T SO LTI el ATAT SAT<h ATHIT &
() "THUAE wewRE" 7w 7% F i wtug Arerse a7 Afdmmeasr wewd st
g, ST ITTEhd SahTeal ST A eaaral gy fea==ea il 38 dae § 9% a1 & @0 g
FAT AL TTEHT AT ITARTERATSA g7 e wE=m qg=e |, goamteafa yfesa e
T AATCAITIAT o ST | HIS[@ STTNTHATAT 6 TIET gl
(@) @ (W) F ge=Tq, Fefefag g sia:zarfua BT S
(i) “EAELE (THATT TgA HE&AT STARHRAT THT%)" | AATCqagnar 1 TIrehd gare & foey
TS STk, ST AT TTEHT AT STTRTHRATA sl TZATT o o7 JT TSN F ITae 7 foaqeor & forw
TLEATE TgATH HEATHA HT START FIAT 8, ATHIT &
3. o i & Rew 3§, —
(F) I9-fA= (1) H-
(i) & (F) o T § T qTer “3MT” 9T T AT AT JTUAT;
(i) &= (F) F TAT MAfiEd @< ST EATod AT SITus, steid:-
"(FF) qree X fAfHfEs e o AT § uF AEaE e I R S At e
TEAT HEATA F HeTad ST T IqT T, 37T
(@) IT-FFH (2) F @< (@) ¥, "TEAAT A" AET F T, "AT SIS A7 3T e
Faeqriua o sram)
4. o et F o 4 % so-faw (3) ®, "EE TEet el % 999y, T fereas” e #iw

FETT ST ETHOT fohy STU

5.

I« Mt & Faw 5 °, —
() Sa-fA=w (6) * = 9T [Meferfera 3u-fRerm 1 war Srow, 97 -

"(6) STl Frald ALEH Ag FHACr g 6 IT-[HFH (5) & el Tt Fears Ardvigd §
AqATF AT FHHIT § dgf dg, ISU-AH (2) F TeNT =T AT Fhw @47, 396 FOM AT
srfefera ed gu-

(F) FETT TTHATT TgAT H&AT % ITANT &l TEIT €9 & [efad 3 & o E=mw =&
I, 3T

(F) I ATgFT AT STTRTEHATAT T TZATH o {10, IT FATE T&TF FA & o7 AT AT
TEATH HEAT % ITTNT F et &9 & Feifea w1 F oo Semegs #r

ST et & arer saer arfa w1

(@) 39-F7w (7) ¥, "TTHA THIL" TRl F TLATd, IAT IHI 9 STl 9 A 5, "7 e =" M58
T AT A =ATHOT FohT ST

(1) 39-fR=H (8) H, TEqF AT U [Aeferiad qiq® T@T STTudT SA9iqQ;
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"o - (6) F el sraer o TRt AT Herree H:
(F) IT-F=7H (5) F @@= (@) F T 79T AR TETT THAT TZATT GE&AT & ITAN Fl
ATt =7 F e #3739 % o @E=m THr & ;) 87
(F) SO ATEHT AT STANTHATAT T TZATT 6 10, FLT AT HATAT FT TR FA & o0, TH
AT F el ¥ [Afdy a8 o qEvTa TEA 989 SEATst & ITANT H 39 AT H AT 7
TR & QST § AT #it 1w, sfaated a1 TR #3 F o, gard g3aan 2o
AT o I ST Rl TEIH FEA o (o107 TS T
fafor w2 gu S saer | wftafoa g am”;
(=) 3u-fF=rm (11) ¥,

(i) “TTHAT TZATT HEATH | T HAT0 T&TF FIA aTel (el AT A&al & #1997 “Tadt
TAETS” 9157 T TeqT TG ST, 3T
(ii) “3TT ITHATHT” LTal o TETT “IT ITANTHAT 9768 AT EATA FohT S0

6. o i % w7 % weana Referfaa g st B s, s

“TH. TLEATK g ST &1 [ATSHAIEHr- (1) FET T qLEAT qreay gear gt
FIA TAT AT HSATH T e 6 32T & TF AT IHH GILT TTIeraha [heft STIHor & ATeqq |
THUAAT WEhiH ST S0 T TEaFT SHEAl fT AqereqaT:dl & U8 Wehd T
TEATRAT e o Farer | fAger ST i
(2) e Taréar THuAET wewid a7 g wY awdl @ e 3an o7 fAfafEs B o
T e, T TSR IToq T Tl g 1o FAT I ATgahl T ITANHATSA T AT Tase
TEAR Tga gedT, Tt aifaga s a7 SqaAreqetidl & Sered H "is@ SUTREArE &
ATET -
(F) T TTATE, AT AT TTULOT H, AT Fx 1T AT AT TS AL AT Fx 1T G AT 57
TLHTT GIT TTTerha TohelT STToaheer o fohelt faer v ar

(F) &I FEHTT AT TS TLHTL AT FEIT TLRIT AT 5T TLHIT G AITFT Fle ST

U STl IS A dE UHUAAT WIehid I Fa90T F e Fal g, UH Tahd & ITTRT &l
AT LA AT (AT FGT TLRTE T G
(3) THUAET WEHIH & STAN & [olT TATRT HIF FaiT TR 7 38 U Afeweor, e
THUFAT TE®IY I TITIAT Ud T@-v@Td 36T 8 ST e 9 797 fafafey fEfemmeasor e
YT FT AT AT THTE AT Srqsieaeantiat % e Fre frr srom)
(4) THUAAT ehiq IT-AF9 (2) 7 I9-[H37 (3) F A= 9 oreft off srrer 1 Afemmerane
F TSI & TTIERa STl ST SIaTeaeTieat 1 qom 3T Ut Tohts AT FArfemmarsheor w3t
A A 77 AR TR wewi| a7 quHT TiafEaT <
(5) =8 A% & 1efie ArETe qa AfEATHor U 9g=Td ST | St Harsli & SIS % o
TEHAT TgA T AT | S[E ITATHIA IT STARTRATSA F [ATSHTIHTT F SATE FST 0T
TarfRafy SemrgE, wfdgd T siw sqafeaamd, =0 woe % forg a7 qear & @6fiq ang
farfer 7 sTaTer gt w4
7. I Mo & 9w 8 §,—
(F) - (4) F TaTa Fotated Su-FAaw sia-earfua T s, seaiq-

“(4%) FET TERIT FAATENT TGS STHLIT TgATH HEAT (AEUHSATS) ATl ZEATE ITHRLVN o
RAfAATaTst 7 FeaT g 3T ded U2 AN aia & 97a § @A Jea+ § 989 F
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STANT H T AT AEUHES # 9ed # A a1 v § s G o w® v e
ITRLUT T T 7 60 ST T Aaer S i TRt g1

(@) 39-77w (5) & TETg Feted 39-=w sia:eartaa AT ST, st -

“(6) el ARt Ve AT I8 g7 TTiAeha fheft erfSrereor & areaw & 37 srSuwdag #1 Sreray
TRt Sk |1 Ygsre Y T2 g A1 et svErnr siaste G )

(7) AT H AMETHSHATE HaT ATl TIF LA STFLUT % 30T 3T 7 § o1 gu =7f<w a1 39
BT WIS SATSaeor, THT 5oy ofiT 7 & 9o Tied 9% T [Aiate i % §ard 9T 39-=aq
(6) & fafde =rerew o wg= saTO i A7 AR wo fF a7 srduadard dear S o
Trered | AfEE €, arr Bl §f TEE STE #7 @ a1 77 T AT AT € ° Tol
T

(8) ot gZe=T IwaRor &1 weash fAfamtar a7 sraraewdat, S 9| saeig Srarsa ST
TEATT AT (MEUASATS) 8, 37 A=t & wamey 39 3 TS Feald TEaRTe g7 T9T ST
TR0 T et T ST gtad wal”

8. o e % ffgw 10 §,—

(F) IT-FATw (2) ®, TET TAET I A I "TTEATL A" M5al 6 THT, "I7 AT 907 T
HEAT FA:FATIOA 6T SO,

(@) 3U-fA=rw (3) ®, "gXEATT T 9Teal o T, ", FAEAL" AT srqEiua fru ST
[FT.H. 24-07/2024-TT]
AR FH T, G g

e g 9| 9 & TS, ST, 9 1, @ 3, IU-uT (i) § A= gaid a1.H.4.720 (3N)
A 21 TFaT, 2024 ZTT T 36w 77 2

MINISTRY OF COMMUNICATIONS
(Department of Telecommunications)
NOTIFICATION
New Delhi, the 22nd October, 2025

G.S.R. 796(E).— Whereas a draft of the Telecommunications (Telecom Cyber Security)
Amendment Rules, 2025, which the Central Government proposes to make in exercise of the powers
conferred by clause (v) of sub section (2) of section 56 of the Telecommunications Act, 2023 (44 of 2023),
was published as required by sub-section (1) of section 56 of the said Act vide notification of the
Government of India in the Ministry of Communication, Department of Telecommunication number G.S.R.
411(E), dated 24™ June, 2025 in the Gazette of India, Extraordinary, Part II, Section 3, Sub-section (i),
dated the 24™ June, 2025, inviting objections and suggestions from the persons likely to be affected
thereby, before the expiry of the period of thirty days from the date on which the copies of the Gazette
containing the said notification were made available to the public;

And whereas copies of the said Gazette were made available to the public on the 25" June, 2025;

And whereas the objections and suggestions received from the public in respect of the said draft
rules have been duly considered by the Central Government;

Now, therefore, in exercise of the powers conferred by clause (v) of sub section (2) of section 56 of
the Telecommunications Act, 2023 (44 of 2023), the Central Government hereby makes the following
rules, namely: —
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1. Short title and commencement. —
(D) These rules may be called the Telecommunications (Telecom Cyber Security) Amendment Rules,
2025

2) They shall come into force on the date of their publication in the Official Gazette.

2. In the Telecommunications (Telecom Cyber Security) Rules, 2024 (hereinafter referred to as the
principal rules), in rule 2, in sub-rule (1),—

(a) after clause (c), the following clauses shall be inserted, namely: -

‘(ca) “licensee” means a person holding a license to provide telecommunication services under
the Indian Telegraph Act, 1885 (13 of 1885);

(cb) “MNYV platform” means the mobile number validation platform established under rule 7A
to enable validation by authorised entities and licensees as regards whether telecommunication
identifiers specified by TIUE customers or users, correspond to the users as present in the
database of an authorised entity or licensee, as the case may be’;

(b) after clause (h), the following clause shall be inserted, namely:—

‘(i) “TIUE (telecommunication identifier user entity)” means a person, other than a licensee or
authorised entity, which uses telecommunication identifiers for the identification of its
customers or users, or for provisioning, or delivery of services’.

3. In the principal rules, in rule 3,—
(a) in sub-rule (1),—
(i) in clause (a), the word “and” at the end shall be omitted;
(ii) after clause (a), the following clause shall be inserted, namely:—

“(aa) seek data related to telecommunication identifiers used by a TIUE in the form and
manner as specified on the portal; and”;

(b) in sub-rule (2), in clause (b), after the words “telecommunication entities”, the word and letters
“or TIUE” shall be inserted.

4, In the principal rules, in rule 4, in sub-rule (3), after the words “telecommunication entity”, the
word and letters “and TIUE” shall be inserted.

5. In the principal rules, in rule 5,—
(a) for sub-rule (6), the following sub-rule shall be substituted, namely:—

“(6) Where the Central Government considers that immediate action under sub-rule (5) is
necessary or expedient in the public interest, it shall without issuing a notice under sub-rule (2),
pass an order recording the reasons thereof, with appropriate direction—

(a) to the telecommunication entity to temporarily suspend use of the relevant
telecommunication identifier; and

(b) to the TIUE to temporarily suspend use of the relevant telecommunication identifier for
identification of or for delivery of message or services to its customers or users.”;

(b) in sub-rule (7), after the words “telecommunication entity”, occurring at both the places, the
word and letters “or TIUE” shall be inserted;

(¢) in sub- rule (8), the following proviso shall be substituted, namely:—

“Provided that any modification of the order under sub-rule (6) may also include an order
directing:

(a) the telecommunication entity to permanently disconnect the use of the relevant
telecommunication identifier as specified under clause (b) of sub-rule (5); and
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(b) the TIUE to prohibit or circumscribe the use of relevant telecommunication identifiers
for identification of its customers or users, or for delivery of message or services, in the
manner as may be specified in such order to enable the reuse of relevant
telecommunication identifiers.”;

(d) in sub-rule (11),—

(i) for the words “any person providing services that are linked to telecommunication
identifiers”, the word and letters “a TIUE” shall be substituted; and

(ii) after the words “their customers”, the words “or users,” shall be inserted.
In the principal rules, after rule 7, the following rule shall be inserted, namely:—

“7JA. Validation of telecommunication identifiers. — (1) The Central Government, for ensuring
telecom cyber security and preventing security incidents, shall either by itself, or through an agency
authorised by it, establish a MNV platform and issue directions to authorised entities and licensees
to participate on such platform.

2 The following entities may place a request on the MNV platform and upon payment of
fees, as specified therein, seek validation as to whether the telecommunication identifiers as
specified by their customers or users, correspond to the users as available in the database of an
authorised entity or licensee:—

(a) a TIUE, either suo moto, or upon a direction from Central or State Government or an agency
authorised by the Central or State Government; or

(b) the Central Government or State Government or any agency authorised by the Central
Government or State Government:

Provided that where a TIUE places a request suo moto on the MNV platform, the decision to allow
use of such platform shall rest with the Central Government.

(3) The fees charged for use of the MNV platform shall be shared between the Central Government
or its agency that has established and maintains the MNV platform and the authorised entity or
licensee providing the validation services, as specified on the portal.

@))] The MNV platform shall transmit any request received under sub-rule (2) or sub-rule (3) to
authorised entities and licensees for the purpose of validation, and such entities shall undertake
such validation and provide their response to the MNV platform, as specified therein.

®)] The mobile number validation under this rule shall facilitate validation of customers or
users associated with a telecommunication identifier for the purpose of services linked to such
identifier, and the TIUE, authorised entity and licensee, as the case may be, shall ensure
compliance with applicable laws relating to data protection for this purpose.”.

In the principal rules, in rule 8,—
(a) after sub-rule (4), the following sub-rule shall be inserted, namely:—

“(4A) The Central Government may issue directions to manufacturers of telecommunication
equipment bearing International Mobile Equipment Identity (IMEI) number not to assign
IMEIs that are already in wuse in telecommunication networks in India to new
telecommunication equipment that are manufactured in India or imported to India from the
date as specified by the Central Government on the portal.”;

(b) after sub-rule (5), the following sub-rules shall be inserted, namely:—

“(6) The Central Government shall, either directly or through an agency authorised by it,
maintain a database of IMEIs which are tampered, or whose use has been restricted.

(7) A person engaged in the sale and purchase in India of used telecommunication equipment
bearing IMEI numbers or its authorised agency shall, prior to such sale or purchase access the
database specified in sub-rule (6) on payment of fees as specified on the portal and ensure that
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it shall not directly or indirectly undertake sale or purchase of any telecommunication
equipment bearing IMEI number that is specified in such database.

(8) Every manufacturer or importer of any telecommunication equipment that bears an
International Mobile Equipment Identity (IMEI) number shall ensure compliance with the
directions as may be issued by the Central Government for the purpose of giving effect to these
rules.”.

8. In the principal rules, in rule 10,—

(a) in sub-rule (2), after the words “telecommunication entities”, occurring at both the places, the
word and letters “or TIUEs” shall be inserted;

(b) in sub-rule (3), after the words “telecommunication entity”, the letters “, TIUE,” shall be
inserted.

[No. 24-07/2024-UBB]
DEVENDRA KUMAR RAL Jt. Secy.

Note: The principal rules were published in the Gazette of India, Extraordinary, Part II, Section 3, Sub-
section (i) vide number G.S.R. 720(E), dated the 21% November, 2024.
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