Central Depository Services (India) Limited

Convenient < Dependable < Secure

COMMUNIQUE TO DEPOSITORY PARTICIPANTS

CDSL/IS/DP/POLCY/2025/622 September 15, 2025

SUBMISSION OF COMPLIANCE FOR CLOSURE OF OBSERVATIONS
RAISED DURING CYBER AUDIT

Depository Participants (DPs) are advised to refer to Communique
CDSL/RISK/DP/POLCY/2024/534 September 16, 2024 and CDSL/IS/DP/POLCY/2025/381
June 09, 2025, on ‘Submission of Cyber Audit Report’.

Any observation raised by the auditor during the audit shall be remedied on an immediate basis
and should be certified by the auditor. The compliance of closure of findings identified shall be

submitted to CDSL within 3 months from the due date of submission of report.

DPs are advised to submit compliance of closure of observations raised during the audit for the
financial year 2024-2025 on or before September 30, 2025. The User Manual for submission of
the same is enclosed as Annexure A. DPs are requested to take note of the above and ensure

compliance.

Queries regarding this communiqué may be addressed to CDSL —emails may be sent to:
dpinfosec@cdslindia.com and connect through our IVR Number 022-62343333.

For and on behalf of
Central Depository Services (India) Limited

sd/-

Mrugen Vijay Munjpara
Assistant Vice President — Information Security
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COMMUNIQUE TO DEPOSITORY PARTICIPANTS

Annexure A

Guidelines to submit Cyber Audit ATR (Action Taken Report)
CISA AUDITOR SCREEN

1. Log in Into Audit application by using the below link:-
https://auditweb.cdslindia.com/Login.aspx

Now Sign in using ‘Login Type-CISA Auditor.

Now enter User ID & Password and click on “Sign In” button.

.
Co>- Central Depository Services (Tndia) Limited

AUDIT APPLICATION

SiIGN IN
o Logn Type CI0A Austn

L User 0
-

W Pasvward FrevTee

2. Enter the OTP: You will receive the OTP on both your CISA registered mobile number and

email Id.

€52+ Central Depository Services (India) Limited

AUDIT APPLICATION

LoGIiN OTP

£ Enter oTP 715675

OTP Time :- Do not refresh the page

00:08:38 Verify OTP

Copyright © 2019 - Audit Team, Central Depository Services (Indla) Ltd. All rights reserved.
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COMMUNIQUE TO DEPOSITORY PARTICIPANTS

3. Then select audit type “Cyber Security Audit ATR” from the Drop down.
Select Audit month, the DP ID and DP Name in the ‘Select DP / RTA’ tab and click on

‘Confirm’.
AuDIT APPLICATION
Select Audit Type CYBER SECURITY AUDIT ATR N
Select Audit Month v
Select DP / RTA w

4. The below screen will be presented once the user is logged in. Enter all the details

mentioned below. All the details below will be auto populated.

AUDIT APPLICATION

CYBER SECURITY ARIDIT AT, (Astion Taken Regort)
* Bate BTN LR * B Hame
P * Puriod

* hlame o CEHT.in ermpanied emtity :

* CINT-In mpaneiment valkdity expiry Clate (DO MMAYYE: -

Last dte o4 Sasbeminiion 30-Sap- 2023 , M thet regint i sulbomitned after this date, Boen 1t will b tregied s ace pamplance,

5. Kindly note that only the non-compliant points will be displayed here

The ‘CISA Auditor’ is given access to fill only the below mentioned fields:

. Compliance Status.
. Description of Findings/Reason why the TOR clause is not applicable to DP.
o Severity Level.

4. PHYSICAL SECURITY

Compliance Status Management Comments. Target Cle

s
why the TOR Clause is not applicable to the DP

andonlytosthorized  [COMPUED ] ==
supervised by

[ om0 |
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Once all details have been entered, kindly click on the ‘SAVE’ button in every segment

6. Once all segments have been saved, proceed by clicking on the ‘SAVE & Submit to DP’
button. The report status will reflect as Report submitted to DP.

Repor States -~ Repor Submitted To DF.
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COMMUNIQUE TO DEPOSITORY PARTICIPANTS

DESIGNATED OFFICER LOGIN

1. Log in Into Audit application by using the below link:-

https://auditweb.cdslindia.com/Login.aspx

Now Sign in using ‘Login Type-Designated officer’.
Now enter User ID & Password and click on “Sign In” button.

::p Central Depository Services (India) Limnited

AUDIT APPLICATION

S1GH IN
AT Lages Trie Deaigrabed SHicer
£ twerim
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2. Enter the OTP: You will receive the OTP on both your DP's registered mobile number and
email Id.

c'J) Central Depository Services (Indis) Limited

AUDIT APPLICATION

LoGcin OTP
&£ Enterotp

OTP Time 0 not refresh the page

IR Verify OTP

Copyright © 2019 - Audit Team, Central Depository Services (India) Ltd. Al rights reserved.
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3. Then select audit type “Cyber Security Audit ATR” from the Drop down.
Select the DP ID and DP Name in the ‘Select DP / RTA’ tab and click on ‘Confirm’.

AuDIT APPLICATION

Select Audit Type CYBER SECURITY AUDIT ATR ~
Select Audit Month ~
Select DP / RTA ~

4. The below screen will be displayed once the user is logged in. All the details below will

be auto-populated

AUDIT APPLICATION

CYBER SECURITY MUIDT ATR (Action Takion Repaet!
* Bate BTS00 A 2AS PM “ IDF Mame

“orD * Beriaed

* Masme of CERT-lIn empaneod entity |
* CERT-In empanclmernt validity expity Dt [0 MM VPV

Lisst dhate o Susbemivsbons 10-Sege- 2025 . the repeart is submarted after this date, then it will be Drested as non compliance.

5. The ‘Designated Officer’ is given access to fill only the below mentioned fields:
¢ Management Comments

e Target Closure Date (dd/mm/yyyy)

1. GOVERNANCE

2. IDENTIFICATION

Auditor Checkpaint Description Compliance Status Management Comments Target Severity Level
Clause ‘why the TOR Clause Is not applicable to the DP
PUED v . B Hgh v
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COMMUNIQUE TO DEPOSITORY PARTICIPANTS

6. Save all segments, then click SAVE and generate the PDF to review the details before

uploading.
|DP_ID DP_name Report type Period
C),I_ber Security Audit
ATR
Auditor int |Compliance |[Man. t |Description of | Target Sev:
Clause ggﬁﬁggma smug cm£¥§ﬂ§" Fmahggu‘ Cégieoam Fhﬁgg
Observations/
Reason why
the TOR
Clause is not
applicable to
the DP
1 (a) Has the not test test 27-08-2025|critical
Depository |complied
Participant
formulated
a
comprehen
sive Cyber
Security
and Cyber

Resilience

Please make sure the file name remains unchanged after downloading, printing, and
signing i.e., dp_id_Cyber_Sec_ATR_date.
e For example: 30000_ Cyber_Sec_ATR_20250903 (yyyymmdd)

7. Report status will show File Generated. Please upload the file and then click on Submit to
CDSL

Attach File -Attach only Cyber Security Audit ATR

Choase File | No file chosen 38100_Cyber_Sec ATR_ 25-08-2025 05 32_26.pdf

) Declaration : | hereby declare that the information given above and in the enclosed documents is true to the best of my knowledge.

Report Status -- The file has been generated. Please upload then click on "Submit to CDSL".

|
El—— K

Before submission, please click on declaration check box

8. After submission to CDSL, the report status will reflect as Submitted

Attach File -Attach only Cyber Security Audit ATR

Mo file chosen 38100_Cyber Sec ATR_25-08-2025_05_32_26.pdf

Declaration : | hereby declare that the information given above and in the enclosed documents is true to the best of my knowledge.

Report Status -- Submitted

O = e e
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COMMUNIQUE TO DEPOSITORY PARTICIPANTS

DPs are advised to take note of the following:

CISA Auditor registration/mapping is carried out through the DP login, and the same auditor
can then proceed with the submission.

Each submission is permitted for a single auditor only.

If you want to change your auditor, ensure the previous auditor is deleted before adding or
mapping a new one through DP login.

If the compliance status for any clause in the checkpoint description is marked as
"Complied" the fields for Description of Findings, Target Date, and Severity will be
disabled.

If the compliance status for any clause in the checkpoint description is marked as "Not
Complied” then Management Comments, Description of Findings, Target Date, and
Severity fields are mandatory.

If the compliance status for any clause is marked as "Not Applicable" the Management
Comments and Description of Findings fields are mandatory.

The audit report must be on the letterhead containing the name of the auditor, audit firm,
Cert-In empanelment expiry date and valid signature

The audit report must include the DP Name and DP ID.

Audit period must be clearly mentioned.

Compliance status must be clearly stated as Complied / Not Complied / Not Applicable.
Kindly ensure each subpoints of the Checkpoint Description are duly filled in and SAVED
before submitting it to CDSL. If the details are not saved prior to submission, the data may
not be recorded in the system which may result in incomplete or missing information at the

time of submission.

If any error is faced while submitting the report, request you to send an email on

dpinfosec@cdslindia.com along with the screenshot of the error.

*kkk
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