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CDSL/IS/DP/POLCY/2025/423                                                                                June 23, 2025                                                             

 

QUARTERLY CYBER INCIDENT REPORTING BY DPs 

 

DPs are advised to refer to SEBI circular No: SEBI/HO/MIRSD/TPD/P/CIR/2022/93 dated June 

30, 2022 and CDSL/OPS/DP/POLCY/2025/27 January 10, 2025, wherein all Cyber-attacks, 

threats, cyber-incidents and breaches experienced by Depositories Participants shall be reported 

to CDSL. 

 

In view of the above, Depository Participants are hereby informed that CDSL has a facility for 

online submission for quarterly cyber incident reporting through an audit web portal.  Depository 

Participants must submit a mandatory quarterly report to CDSL on all the cyber-attacks, 

threats, incidents, breaches, within 15 days after the end of each quarter.  

 

The deadline for quarterly cyber incident reporting for the quarter April’ 2025 – June’ 2025 is 

15th July 2025 in audit web portal. 

 

For submitting the quarterly cyber incident report to CDSL, please refer Annexure A. 

  

Queries regarding this communiqué may be addressed to CDSL –emails may be  sent to: 

dpinfosec@cdslindia.com and connect through our IVR Number 022-62343333. 

 

 

For and on behalf of 

Central Depository Services (India) Limited 
 
sd/- 
 
Mrugen Vijay Munjpara 
Assistant Vice President – Information Security 

 

 

 

  

mailto:dpinfosec@cdslindia.com
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Annexure A 

Guidelines to submit Quarterly Cyber Incident Report 

 

1. Open the Audit Web Portal. 

• Link: https://auditweb.cdslindia.com/Login.aspx 

• Click on Login Type and select “Designated Officer” login. 

 

 

2. Fill the below required information and click on “Sign In” Button: 

• User ID, Password & Captcha 

 

https://auditweb.cdslindia.com/Login.aspx
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3. Enter the OTP: 

•  You will receive the OTP on both your DP's registered mobile number and email 

Id. 

 

 

4. Select required information for submitting quarterly “Cyber Incident” report:  

• Select Audit Type: CYBER INCIDENT REPORT 

• Select Audit Month: Select quarter month 

• Select DP/RTA: Select your DP ID 

• Click on the “Confirm” Button 
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5. The following screen will appear. Main DP can mention the branch DP IDs , if they are 

submitting consolidated report for branch DP IDs. 

 

 

6. Fill in the details in the prescribed format in: 

1. Letter/Report Subject  

2. Reporting Periodicity Year  

3. Designated Officers details. 

 

 

7. Select the option NO in Cyber-attack/breach observed in Quarter: (If no incident has 

occurred) 
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The Report is submitted as NIL report. 

 

8. Select the option Yes in Cyber-attack/breach observed in Quarter and fill the below 

required information: (if the incident occurred) 

• Date & Time  

• Brief information on the Cyber attack 

• Then Click on Annexure I  

 

 

9. Fill the Annexure I: 

1. Physical location of affected computer/ Network and name of ISP 

2. Date incident occurred 

3. Information of affected system 

4. Select the type/types of incident 

5. Description of incident 
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10. Fill the below Information: 

• Select Unusual behaviour/symptoms (Tick the symptoms)  

• Fill the Details of unusual behaviour/symptoms 

• Has this problem been experienced earlier? If Yes, Give the description 

 

 

 

11. Fill the below Information: 

• Agencies notified 

• IP Address of apparent or suspected source 

• How many host(s) are affected? 

 

Attach Files: Click "Attach Files" to upload relevant documents. 

Save: Click "Save" to save your information as a draft. 
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Submit to CDSL: Click "Submit to CDSL" to officially submit your report. 

 

 

 

 

View Incident:  Click “View Incident” to see your submitted reports history. 

 

 

 

Note: 

• All incidents report activities must be completed in one continuous action, from 

saving to submitting the incident report. 

• Once you submit the incident report, it cannot be submitted again. 

• When you re-login, the scheduled month/DP ID will not appear, that means you 

have already submitted the incident report. 

*** 


